
Secure and Wireless
Networks

Improving TCP performance over wireless links

Secure leader election in wireless networks

Additional Projects

In ter-Ara Rekey ing Al gorithms for mobile networks

http://www-net.cs.umass.edu/

- FEC reduces packet loss (p)but
also usable bandwidth

- optimal FEC point: Ttcp = Beff
- TCP thruput = min(Tcc, Beff)
- cross layer c oupling improves TCP performance

(Beff)

- e le ct l ea der w ithmaxi mum ID o r with pe rfo rmance p referenc e
- syn chr onous , an d a synchronous (s elf-stabilizi ng)
- p ro vab le correctne ss , an d s ecurity (chea t-pro of) properti es

- performance analysisofhierarchical, s ubset differencerekeying
(joint with Nortel)

- hidden Markov model characterization of wireless link packet loss
- capacity analysis of hybrid wireless/wired network

- scalable rekeying: group members
move between “areas,” each area has key

- fourrekeying algorithms identified
- comparative performance analysis

communication:
computation:
security:

key msg ra te w ithin,out-ofarea
are a k ey rekeyrate

#(area keys) h eld by areamember
- delayedrekey algorithmprovides low overhead,

with few extra areakeysbeing held
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